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“is a key element for the delivery of any e-services.”
— European Commission COM(2008) 798 final (28 Nov. 2008)

“is a critical component of . . . national and global
economic, governmental and social activities [which] rely

more and more on the Internet.”

— OECD, The Role of Digital Identity Management in the Internet
Economy (June 2009)

“is a one of the most important security service of e-

commerce and e-government”
APEC Guidance for E-commerce (December 2005)
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IDENTITY, CREDENTIAL, & ACCESS MANAGEMENT

° Since its creation in fall 2008, the Identity, Credential, and
Access Management (ICAM) program has focused on
addressing challenges, pressing issues, and design
requirements for digital identity, credential, and access
management and defining and promoting consistency across
approaches for implementing ICAM programs as reflected in
the FICAM Roadmap & Implementation Guidance (FICAM
Roadmap). The FICAM Roadmap was developed to outline a
common framework for ICAM within the Federal Government
and to provide supporting implementation guidance for federal
agencies as they plan and execute a segment architecture for
ICAM management programs. Much of the work accomplished
under the FICAM program is driven by the Identity, Credential,
and Access Management Subcommittee (ICAMSC).
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04.2006 - NIST Special Publication 800-63 Version 1.0.2 Electronic Authentication Guideline | Download

Backend Attribute Exchange (BAE) Governance | Download

Backend Attribute Exchange (BAE) Overview | Download

Federal ICAM Identity Scheme Adoption Process | Download

Federal ICAM Privacy Guidance for Trust Framework Assessors and Auditors | Download
Federal ICAM Trust Framework Provider Adoption Process for Levels of Assurance 1, 2, Non-PKI 3 | Download

Federated Physical Access Control System (PACS) Guidance | Download

FICAM Roadmap and Implementation Guidance | Download

Fingerprint Exception Handling Guidelines | Download

GSA Memorandum Acquisitions of Products and Services for Implementation of HSPD-12 | Download

GSA Memorandum Federal Child Care Center Workers Facility Access Credentialing | Download

GSA Technical Supplement in support of OMB issued memorandum M-05-05 | Download

Identity, Credential, and Access Management (ICAM) Roadmap Snapshot | Download

Modernizing Federal Logical Access Control Systems (LACS) Brochure | Download

Modernizing Federal Physical Access Control Systems (PACS) Brochure | Download

NIST SP800-63 E-Authentication Guideline | Download
OMB M-04-04 E-Authentication Guidance for Federal Agencies | Download
OMB Memorandum dated October 6, 2011 Requirements for Accepting Externally-Issued Identity Credentials | Download

OMB Memorandum M-05-05 Electronic Signatures: How to Mitigate the Risk of Commercial Managed Services |
Download

Password/PIN Entropy Tool | Download

SAML Identifier and Protocol Profiles for BAE | Download

SAML Metadata Profile for BAE | Download

Security Assertion Markup Language (SAML) Web Browser Single Sign-on (SSO) Profile | Download
Trust Framework Provider Assessment Package Application | Download

WcTounuk: http://www.idmanagement.gov/identity-credential-access-management
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HSPD-12 PURCHASING

Through HSPD-12 Purchasing, Government approved products and services are made available to federal agencies through GSA Schedules. The
resources available on the GSA Schedules have pre-approved vendors and pre-registered rates.

SCHEDULE 70 & SINS

IT Schedule 70 is an acquisition vehicle under the Multiple Award Schedule (MAS) program that gives agencies direct access to commercial experts who
are able to address the needs of the government IT Community through a series of Special Item Numbers (SINs). These SINs cover most of the general
purpose commercial IT hardware, software, and services and should be used by agencies as needed to meet their mission objectives as well as ICAM
initiatives.

Special Iltem Number Series 132 6x is reserved for product lines needed to authenticate an individual for purposes of physical and logical access control,
electronic signature, performance of e-Business transactions and delivery of Government services. Pursuant to Section 211 of the E-Gov Act of 2002,
Cooperative Purchasing provides authorized State and local government entities access to information technology items offered through GSA's Schedule
70 and the Corporate contracts for associated special item numbers.

QUALIFICATION REQUIREMENTS

Qualification Requirements and Evaluation Procedures for Special Item Number 132 6x Series:
Special Item No. 132 60 A-F Access Certificates for Electronic Services (ACES) Program.
Special Item No. 132 61 Public Key Infrastructure (PKI) Shared Service Provider Program.
Special Iltem No. 132 62 HSPD-12 Product and Service Components.

SIN 132-62

The Special Item Number (SIN) 132-62 has been established for products and services to implement the requirements of HSPD-12, FIPS 201, and
associated NIST special publications. Vendors providing offers on SIN 132-62 must meet the qualification requirements for the category of product and
service being offered. Vendors should follow evaluation procedures outlined in the CONOPS document when submitting qualification packages to: Daryl
Hendricks, (703) 306-6367, daryl.hendricks@gsa.gov.

QUALIFICATION RESOURCES

Qualification requirements are established for the following HSPD-12 system components and categories on SIN 132-62:
P1V Enrollment and Reqistration Services and Products.

PI1V Systems Infrastructure Services and Products.

PV Card Management and Production Services and Products.

PIV Card Activation and Finalization Services and Products.

PIV System Integration Services and Products.

Additional forms needed for the qualification process:

Evaluation Cover Sheet From Vendor submits as part of the application package.

Failure Review Form Vendor submits when in disagreement
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HopmaTtuBHan 6a3a

Declaration on Authentication for Electronic Commerce 7-9 October 1998
CWA 14365 Guide of use of Electronic Signature. Jan.2003

OMB Memorandum M-04-04 E-Authentication Guidance for Federal
Agencies December 16, 2003 & OMB Circular A-130 2003

Homeland Security Presidential Directive 12 (HSPD-12) Policy for a
Common ldentification Standard for Federal Employees and Contractors.
August 27, 2004

ISO/IEC 10181-2, ITU-T Rec/x.811 TeopeTnyeckmne oCHOBbI
ayTeHTndukaunun. 2004

NIST Special Publication 800-63 April 2006 (P[] no ncnonb3oBaHuio e-
ayTeHTUduKaumn)
OECD Recommendation on Electronic Authentication/2007

FIPS PUB 201-1 Personal Identity Verification (PIV) of Federal Employees
and Contractors. March 2006, FIPS PUB 201-2. March 2011

ETSI draft SR 000 000 v0.0.2 Rationalized Framework for Electronic
Signature Standardization August 2011 & ETSI TS 1, 103173,...
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UoeHtndomkauua um ayteHtudpukaumsa (UA)

[1lpoueccHbIV nogxoa;

* Peructpauyus;

* XpaHeHue;

° [NlpeobaBneHne noeHTUPnKaTopos,;

° [NlpeaobaBrneHne ayteHTUMKaTopa,

* [lpoTokon obmeHa;

* Banupauus;

° [NlpuHaTHE pelleHuns;

° [lepenayva ynpaBrieHnsi B 0510k aBTOpU3aLmi.




[Mpouenypsbl UA. NMpumep: perncrpauus

CybbekT (annnukaHT) obpallaetca B LIP ¢ uenbto ctatb nons3oBatenem MC.
3aasutenb npedwsenisgem B LUP cBou Credentials (3Y unu 6ymaxHble
OEeUCTBYOWME YOOCTOBEPEHMUS NIMYHOCTU, coaepKalme NPUCBOEHHLIE eMY
udeHmugbukamopesil).

LIP nposepsiem npeabasneHHble OymaxHble nnm QY Ha npeamMeT coBrnageHus
rnpuHadnexxHocmu NpeabsBreHHbIX JOKYMEHTOB AaHHOMY CYOBEKTY U NX
deucmeumeribHocmu (Banungaums).

Ha ocHoBaHMK BbINOMHEHHOM NpoBepkn LIP co3daem y4eTHyO 3annuchb s
OaHHoro cyobekTta B 6ase gaHHbix LIP ana goctyna K nHopMaunOHHbLIM
pecypcam (pecypcy).

Ha ocHoBe 3anucu gnsa cyovekta LIP uzdaem/peaucmpupyem cekpet
(ayTeHTnduKaTop), acCoLMNMPOBaHHbBIN C KOHKPETHLIM CYOBHEKTOM.

[pouenypa deneauposaHus npas goctyna (pakTuyeckn genermposaHue oBepud
K n3gaHHbIM ayTeHTudukaTtopy n JY) gpyrom (unn gpyrum) C Ha ocHoBe
OoBepuUTenbHbIX OTHOLWWEHUN. pu nepexoae K 06r1adyHbIM BbIYMCIIEHUSM 3Ta
npouenypa CTaHOBUTCS BeCbMa aKTyasribHOM.

[TocnegHen npoueanypon pernctpaunm aensieTca ebidaya nsgaHHboix LIP-om
ayTeHTuukaTopa n QY Ha pyku CyObEeKTY.
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npoLeHHasa cxemMma ayTeHTUpuKaumu

IpenbsBnenue
— nIeHTH(HKATOpa <

TI0JIb30BATEIIEM

TTomuTrky GE30IIACHOCTH:
JIOIyCTUMOE YHMCIIO MOMBITOK

HET

Wnentuduxarop u3 S
BJ1 comain ¢ 1d?

IIpeBsiieHo
YHCJIO MOMBITOK?

Be130B nponeypsl
ayTeHTH()UKALMU
Curnanu3anusi o
VBenomiienne
cobbrTru b
MOJIb30BaTeIIs 00
Bpemennas
oImmnoKe
OJIOKMPOBKA
N AyreHTtH(]pUKaTOp
coBman?
~ N
rd rd

ABTOpI/ISaI.II/IH MOJIb30BaTCIIA

www.aladdin-rd.ru



Cxema obmeHa nHchopmaumen n3 ITU Rec.X.811

IIperengent

IIpenbsBasemas
uHpopmarus

IIpoBepsitomasi cTopoHa

AW nag ooMeHa

AU naga ooMeHa

D E—

ATC

IIpoBepounas
uHpopManus

AU pist ooMeHna u/mim
IIpoBepounas AU

Mpegbasnaeman
nHpopmauyms

[IpoBepounas
uH(popmarus
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Knaccudgukauuma cpencts naeHTUUKaumm m
ayTeHTUduKauumm

C TOYKU 3peHUnsda npumMmeHsAeMbIX TEXHOJIOrumn

UpeHTudpukayms v ayreHtudpukaums
UpenTudpmnkayms AyTeHTuhukauumn

www.aladdin-rd.ru 12



udpukauma ayteHtudmkaumm no BuUAamM M Lensim

Buoel
aymeHmud)m{aquu

www.aladdin-rd.ru 13

Lenu
aymeHmuq')u:(aquu




Tpu Bnaa cekperta, Tpy TMna ayTeHTUpUKaumm

YderHas 3alIUCh MOJIB30BATEJIA Cekper Tun
(ayreHnTudUKATOpP) | ayTeHTU(PUKAL
100}
JIOTYH apoJib pocTas
OJTHOPA30BbIN MAPOJIb
TTornu (trexuonorus OTP) yCHITCHHAS
et outst X500 WJIA 3aKPBITHIA KITFOY
3aganHbie 1oJist X.509, 3aKPBITHIM KJIIOY (B
ol -
c(hopMHPOBAaHHOTO AKKD. TepMuHax Nel-D3) cTporas
YIOCTOBEPSIOIIUM LIEHTPOM IS
NOCTYIIA TTOJIb30BATEIIA

[ 14



Knaccudukaums ayteHTudmnkaumm

/ oTpP /Taponb

MNpoBepka
SMEKTPOHHO 1
NoAnncy NCTOYHMKA

YctaHoBneHue
JOBEPUTENbLHbIX
OTHOLUEHNIA

SNeKTPOHHaA MOANMUCh:
+ ngeHTndUKaLua BnagenbLa
» HEOTKa3lyeMocCTb

MNpepocTaBneHwe gocryna
K WH$OpPMaLVIOHHOMY
pecypcy, ceTu

AyteHTudunkauma
NCTOYHMKA
AaHHbIX

AyTeHTdMnKaLna CTOPOH
npu 3/1eKTPOHHOM B3anuMoelicTBUN

M,D,EHTI/Id)VIKaLWIH YY4aCTHUKa 3N1IEKTPOHHOTO B3anmMoaencTBuns

OOHOCMOpPOHHAA dymeHmuguKkayus

JeyxcmopoHHAA aymeHmupukayus

TpéxcmopoHHAA aymeHmugukayus

_____________

15



CBA3b NOHATUU

Coomeemcmeyruwue mexHosoauu
CepmucgbuyupogaHHble peuleHus
Orbim maccoe0o20 rnpuUMeHeHUSs

HaodexHocmb

osepue
Hoeep GesonacHocme

B KoHe4YHOM c4Yeme Hac uHmepecyem Kka4ecmaeo
docmyna, 8 mMoM 4ucrie Ka4ecmeo
aymeHmudgukayuu

T 16



MeTtoaounka aHanu3sa

Knaccuyeckmnn noaxon oueHKU PUCKOB:
1. WpoeHTndukaums paktopoB OMacHOCTH
2. BbiaBneHue yrpos n yassumocTten
3. OueHka yuiepba, BEpOATHOCTM €ro peannsaumm u nocrneacTaum
4. OueHKa pUCKoB, NX CHUKEHUE/KOHTPOIb

[TpoueccHbIM nogxon
Mopaenu Ha ocHoBe npumMmeHeHnss MapKoBCKUX MPOLIECCOB

OueHka pyHKUMOHarIbHON HageXXHOCTU U 6e30NacHOCTH:
1. MaTtpuuya puckos

MeToa noctpoeHus aepesa cobbitnn EMEA

[locTpoeHue gepeBa oTka3oB FTA ayTteHTudmnKaumnm

Mopagenu oueHKn BEPOSATHOCTN Be30TKa3HOM paboThl

MeToauKa OLLeHKN JOMYCTUMOro YPOBHS PUCKOB — CBSI3b C
Ha[EeXXHOCTbIO, KaYeCTBOM 1 B6e30MacHOCTbIO

a kWD

T 17



accuyeckum noaxon

1 ) AHanus pucka

— Onpenenedve obnacTy NPUMEHEHKMA
— WMpeHTudurayva onacHocT!
— QueHKa BENWYHUHBI PUCKa

1 ) OueHnBaHWe pucka

— Pewerna No gonycTUmocT pucka
— AHANW3 BApWMaHTOB

——  QueHka pucka —

MeHegKMeHT PUCKOB

- CHweHne/KOHTpONbL pUCKa

— MNpyHATHE pelleHWA
— Peanuzauywna
— TeKyLWWiA KOHTPONb

www.aladdin-rd.ru

18



Aydum

Nbl paboT NO aHanNU3y PUCKOB

lMonumuku .
6e3onacHocmu :

Moodernb
y2po3

g

Mooernb
Hapyuw.

7

/

—

]\ AHarnus puckoe

I
Murumu3sauyusi ocmamoyHbIx

puckoe

\

www.aladdin-rd.ru




MeToaobl aHann3a puckoB

* Ka4yecTBEeHHbIE:
— YPOBHW PUCKOB: HU3KWUI, CPEOHWUIA, BbICOKUN;
— yuwepb HeBenuk.

* KornnyecTtBeHHbIE:

— npeanonaraemMbin yilepob 3aHaunTeneH;

— HeobxoAuMOCTb BbiDOpa HaUNy4LLMx CPeacTB 3almThl ANS
MUHMUMM3aUMM yuiepba nnm BepoaTHOCTU ero peanusauun.

° CwMewaHHble (rmbpuaHble)

20



UoeHTuUdUuKauma yrpos

Perucrtpauus
« «Mackapag» — nMnTaunsa KOHKPETHOIO NOSb30BaTESS
» OTpuuaHue perncrpaunm

TokeHbl (ayTeHTUUKaTOpLI: Nnaposb, PIN-kog, OTP,...)

» [1lporpamMmmHble N U3NYECKME KINHOYEBBIE HOCUTENU MOXET ObITb YKpadeHbI
nnun oyénmpoBaHs.l

» N3BecTHOE (PIN) MOXeT ObITb pacKpbITO 3M10YMbILLITIEHHUKOM
« Obnapgaemoe (oTneyaTok nanbua) MoXeT BbITb CKONMMPOBaHO

[TIpoTOKOMNbI ayTEHTUdUNKaLNU

* [logcnywunsaHne
* Mmntauma (3agasutenst, NpoBepPSAIOLLLEN CTOPOHbI, 4OBEPSAIOLLIEN CTOPOHbI

» [NepexBaTt ceaHca ayTeHTUMLMPOBAHHOIO nosib3oBaTtensa (obpaweHne ot
MMEHMN Nonb3oBaTens K JOBEPSWen CTOPOHE C Lenbio NomnyYyeHus
KOHonaeHUnansHoM nHgopmMawumm nnm BBoda noXxHom nHgpopmaummn)

« ObpalleHne OT UMEeHN O0BEPSAOLLEN CTOPOHBbI K NPOBEPSAIOLLIEN CTOPOHE C
Lesiblo NoslydeHns KoHdmaeHumanbHon nHgopmauum nnv BBoaa JI0XKHOM
NHpopMaunm

T 21



[Mpouune yrposbli

Cny4yanHble n/vunu HamepeHHble ownbkn npun nsgaHnmn Credentials,
CBA3bIBAHMK, AenernpoBaHnm npas, CO34aHNUMN YYETHbIX 3anncen

3noHamepeHHoe 1O, HanpaBNeHHOE Ha KOMMPOMETAL MO TOKEHOB
(ayTeHTUdnKaTopoB)

BTopxeHune B cnctembl nosnb3osatenen, CSP unm npoBepsaroLLmx
CTOPOH C Lefnbio NonyyYeHnsa UMdopoBbIX YOOCTOBEPEHUN NN TOKEHOB

Yrpo3bl KOMMIpoMeTaL M1 TOKEHOB CO CTOPOHbI MHCaNaepoB

CoumanbHbI MHXUHUPWHT C LIeNbIO packpbiTUa nornb3oBaTtenem PINa,
noarnaabiBaHme

ATaKkun, npu KOTOpbIX 0OMaHyTbIN 3assBUTESTb NCMNONb3YyeT
Hebe3onacHbIWM NPOTOKOM, AyMasi, YTO Ucnonb3yeTt 6e3onacHbIn, Moo
cam npeofoneBaeT cpeacTsa 3alunTbl (Hanpumep, NpUHNMMas

cepTUdMKaTLl CepBEPOB, HE NPOLLIeALLIVX NPOBEPKY)

ABHbIV OTKa3 Nosib3oBaTeneun, cCo3HaTesrlbHO CKOMMPOMETUPOBABLLNX
CBOU TOKEHDI

T 22



OueHKa yrpos3 v ya3aBmmocTeun

npouecc yA3BMMOCTH | yrpo3bl
1. Perucrpauua C C
1.1. | cybbeKT npedvasnsem ceou uaeHTUbUKaTopsbl (yaoctosepeHua nam dY) H C
1.2. | LLP npoeepaem npenbsaBneHHble CyObeKTOM MAEeHTUDUKATOpPbI B B
1.3. | LIP co30aem y4eTHyto 3anucb cybbekTa H H
1.4. | UP peczucmpupyem/co30aem cekpert (ayteHTudUKaTOp) U usdaem dY H C
1.5. | LUP deneaupyem npasa goctyna cybbekTa K gpyrum UC H H
1.6. | LLP ebidaem cekpeT u 3Y Ha pyKku cybbeKkTy H H
2. MoarsepxxaeHMe NOAIMHHOCTU C C
2.1. | CybbeKkT xpaHum cekpet un Y B B
2.2. | CybbeKT npedvaensem cekpeT u dY posepsatollen ctopoHe (4C) C C
3. Bannpauus H H
3.1. | AC nposepsem uenouky cepTudnKaToB, CPOK 1 obnacTb aenctama Y H H
4, MpuHATUE pelieHunn H H
4.1. | AC npuHumaem peweHue o pe3ynbTaTe ayTeEHTUPUKALUK H H

23



OueHKa TexHU4YeCcKoro pucka no Buncony

Puck, Cepbesnocmob Beposmuocmo
CBA3AHHBIU C B03MONCHO2O HaHeceHus 2mo2o0 ywepoa:
paccmampusaemovim B yuepoa, Komopbili ’ yacmomsl U
¢daxkmopom Moorcem Oblmb NPOOOIHCUMETbHOCIIU
onacHocmu HaHeceH 8030€lCMBUsL,
paccmampusaemol 8epOSIMHOCIU
M ghakmopom HacmynjeHus onacHo2o
onacrocmu CcOObIMUSL, BOZMONCHOCTNU
uzbexcams Uil
02paHuyumo yujepo

Wilson R. Simple Area Source Algorithm for Risk Assessment Screening. Memorandum to P. Cirrone, 1990
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1. NMpoueccHbIN nogxon

Cepsep (C) unun

npouecc KPUTUYHbIE onepaumn KnneHT(K)

1. Perucrpauus

1.1. | cybbeKT npedvasnsem csou naeHTUPUKATOPLI (YyaoCcTOBEPEHUA MK DY) oWnBKM BBOAA AAHHDIX K
OWNOBKM NPOBEPKM

1.2. | LP nposepsaem npepbasneHHble CyObEKTOM NAEHTUDMKATOPDI naeHTUdMKaumm C

1.3. | P co30aem y4yeTHyt0 3anmcb cybbeKkTa oWnbKM BBOAA AAHHDIX C

1.4. | UP peczucmpupyem/co30aem cekpeT (ayTeHTUPUKaTOP) M usdaem Y BEpPOATHOCTb Mana C

1.5. | LlP deneaupyem npasa goctyna cybbekTa K gpyrum UC BEPOATHOCTb Mana C

1.6. | LLP ebidaem ceKkpeT 1 JY Ha pyKu CybBbEKTY BEpPOATHOCTb Mana

2. MoAarBep:kaeHUe NOAANHHOCTU

2.1. | CybveKT xpaHum cekpet n Y KPUTUYHaA onepauus K

2.2. | CybbeKkT npedvasasem cekpet u Y gosepsatouei ctopoHe (AC) BEPOSTHOCTb Mana K

3. Bannpauus

3.1. | AC npoeepsaem uenoyKy cepTMPUKaToB, CPOK U 0bnacTb aencTema Y BEPOATHOCTb Mana C

4, MpuHAaTHe pelueHus

4.1. | AC npuHumaem peweHue o pe3ynbTaTe ayTeHTUOUKALNM BEpPOATHOCTb Mana C

25



MHoroypoBHeBoe mogenunpoBaHue A

BepxHeypoBHeBas Moferb: NpeacTtaBleHne CUCTEMbI
NA B BMae ogHoro uenoro anemeHta. Metop
nccriegoBaHMs — Ha OCHOBE anmnaparta CUCTEM
maccoBoro oocnyxumsaHus (CMO);

Mogenb BTOPOro ypoBHA: MOoAenMpoBaHue npoueayp,
cocTtaBnarowmx npouecc NA. Metogbel: CMO, meToabl
OLEHKN PUCKOB, annapaTt OLEHKN HaOeXHOCTWN;

Moaenb TpeTbero ypoBHS: MoAenb onepauunu,
cocTaBnarowmx npouenypbl. MeToabl: OLEHKU PUCKOB,
annapaTt OUEeHKN HageXXHOCTH.

Mopgenb YeTBepPTOro ypoBHA: Moaenu yctpouncts, 10,...

MeToabl: BEPOATHOCTHO-CTATUCTUYECKUE, allllapaT
OUEeHKN HaaeXHOCTN.

26



[NlpeaBapuTenbHble OLEeHKU

npoueccsl MMUHUM' MAKC.

1. Perncrtpauua
1.1. |cybbeKkT npedvsasasem csBou naeHTMduMKaTopbl (yaoctosepeHmnsa nnm J3Y)
1.2. [P nposepsem npepbaBneHHble CybbekTOM MAEHTUDUKATOPDI 0,87 0,99
1.3. [LLP co30aem y4yeTHyto 3anncb cybbekTa 0,99| 0,995
1.4. |UP pecucmpupyem/co30aem cekpet (ayTeHTUPMKaTOp) N usdaem dY 0,99| 0,995
1.5. |UP denezupyem npaBa goctyna cybbekta K apyrum NC 0,99| 0,995
1.6. |LP ebi0aem cekpeT 1 OY Ha pyKku cybbekTy 0,9 0,995
2. NMoarseprkaeHne NOANNMHHOCTU 1 1
2.1. |CybbekT xpaHum cekpeT n Y 0,43 0,995
2.2. |CybbeKT npedvasnaem cekpeT u DY posepatowen ctopoHe (AC) 0,94 0,995
3. Banampauus 1 1
3.1. |4C nposepsem ueno4Kky ceptudmKaToB Y 0,8 0,9
3.2. |4C nposepsem cpok genctauna Y 0,99| 0,995
3.3. |AC nposepaem pencTBeHHOCTb Y 0,99| 0,995
3.4. |AC nposepsaem ob6nacTb AENCTBUSA 0,99| 0,995
4, NMpuHATUE peweHUA 1 1
4.1. |AC npuHumaem peweHue o pe3ynbtaTe ayTeEHTUPKAU UM 0,99 0,995

MHTErpasibHbIA YCNOBHbIN NOKa3aTelb HAAEXHOCTH 0,236| 0,8474
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KayectBO cepBuca ayteHTudmnkauum

[OCT P NCO 9000-2008: kavecTBO (quality) - cteneHb

COOTBETCTBUSI COBOKYMHOCTU NPUCYLLINX XapaKTEPUCTUK HEKOTOPLIM
TpeboBaHUSM.

K
v \
{ A A A j
R Y N Y
3aTpaTe Ha Ouaron /’\ Puck
Ea4ecTBO OTKAOB Hazexnocts \
\ J\
g
EesoTkasHOCTE Puck

ToToeHOc™

PeroHTOIPHTOZHOC TE
Obecrnevexze TO u P

CemuHap TC56 M3K (JloHOoH,2006¢2.)

KauecTBO — COOTBETCTBHE CTaHaapraM — I'apaHTHHU Ka4C€CTBA — CTPAXOBAHUC
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JJocTynHOCTb ycnyr n obrna4yHbiXx CepBUCcOB

KauyecTtBoO

cepBuca AoCTtyna

7/

KauecTtBO
ynpaBneHus
AOCTYNnoMm

KauecTtBo KauecTBO
cepBuca cepsuca
AyTeHTUPMKaunm AsTOpM3aymm

KauecTtBo ayaunTa
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AyTeHTU(pMKauusa — [OBepPEeHHbIN cCepBUC

KauecTBO cepBuca
ayTeHTUdnKaumm

YTANN

DyHKUMOHaNb-
HOCTb

HapeXHoCTb
ayTeHTUUKaLnK

CooTBercTBme
TpeboBaHUAM,
CTaHAapTam

ConpoBoXAaemMoCTb

1 afanTnpyemocTb
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PazButune tpeboBaHumn

KayecTtBO cepBuca
ayTEHTM(I)I/I Kaunu
KauecTBO cepBuca KauecTBo cepBuca
KauectBo KauecTtBo
ervcip il AyTeHTUdMKaynm - TPaHCNMPOBaHWA
P (challenge-response) nosepuA
5



Tpu ypoBHAa HagexHocTn UA B PP

Hu3kun ypoBeHb HagexxHocTn npoueccos MA. OcHOBHOM
ayTeHTUUKaATOpP — Naporb.

CpegHunn ypoBeHb HagexHocTn. OCHOBHOW

ayTeHTUduKaTop:

- OTP;

— uudpposon ceptndumkat X.509 gocryna, BblaaHHbLIN
HeaKKpeanToBaHHbIM yOOCTOBEPAOLWNM LEHTPOM.

BbiCOKNM ypoOBEHb HAOEXHOCTUN ayTeHTUdmnKauunmn.

CepTundukaT gocTyna oT akkpeanTtosaHHoOro YLI.

TpeboBaHua K ayTeHTUdUKaATOPY:

— XpaHeHne KOHTEUHEPOB KIMHYeBOro Matepuana B 3aljmuieHHOM
PIN-kogoM OT KonupoBaHUA 4Ymne;

— [lpumeHeHne SSCD (Secure Signature Creation Device);
— SSCD c noBbilweHHbIMU TpeboBaHnAMU: EAL4+
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€eCTBeHHbIe UHTerpalJibHbie NoKa3aTesiun
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YcuneHHana

Kc

0 JlokanbHas PacnpenenérHas YpanéHHbi poctyn  YaanéHHbli foctyn CepBucbl CepBucbl
KopnopaTneHan ceTb K NoKasibHOM K pacnpenenénHon YacTHOro ny6amMyHoro
ceTb cetn cetn obnaka obnaka
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BbiBOObI

AHanna 3apybexxHoro onbiTa Noka3blBaeT, YTO UCTOPUYECKNU
nepBbIMU TPEDOOBAHUS K ayTEHTUAMKALUM ONA gocTyna
pa3paboTaHbl B CLLUA. KaHaga, ABcTpanua v psg apyrux
CTpaH NOBTOPSAIOT N NULLb NokanmnaytoT TpebosaHus CLUA,
KOTOpble ABMNAKTCA Hanbonee npopaboTaHHbIMW.

Poccuinckaa HopmaTmBHas 6a3a cyLecTBEHHO OTCTaEeT OT
pas3BuUTbIX cTpaH. CriegosaTesribHO, HEOOXo0AMMO
MHTEHCUBHO nopaboTaTb, YTOObLI COKpaTUTbL OTCTaBaHME.

Camon 6onbLion NpobremMmon CywecTBYOLLEN U
nraHMpyemMon K onybrnmkoBaHMO pOCCUNCKOWU HOPMaTUBHOM
6asbl aBngeTcs nonHas He3aBUCMMOCTb OT TEXHOMOMUN.

[TpeacTaBneHHbIN NoOAX0o4 MOXET Jfiedb B OCHOBY Hay4YHOW
OCHOBbI pa3paboTKn HOPMATUBHbLIX TPEOOBAHUI K CO30aHULO
HadeXXHbIX CUCTEM ayTeHTUdMKaLMN.
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. IlnaneKTnka pa3BnUTNA CTaHAAPTOB

e TexHONOMUA

* PeKomeHaauunu

e TpeboBaHuMA

e CTaHOQpPThI
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exXHoJ1ormm u ux sBHegpeHuve

TexHonoru  PbIHOK

3amMeTHOCTb

Hépmamau:aﬂ
6asa

3penocTtb

>
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O3HakomneHue 3asbllueHHble PasovapoBanue Co3spesaHue FOTOBHOCTL K LWMPOKOMY MCNONBL30BAHUIO
OXNAAHWA
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AnaponHen

a.sabanov@aladdin-rd.ru

www.aladdin-rd.ru
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