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CauTt lNpaButenbctea CLUA

(ICAM) program has focused on addressing challenges, pressing issues, and
design requirements for digital idSince Its creation in fall 2008, the ldentity,
Credential, and Access Management entity, credential, and access
management and defining and promoting consistency across approaches for
Implementing ICAM programs as reflected in the FICAM Roadmap &
Implementation Guidance (FICAM Roadmap).

The FICAM Roadmap was developed to outline a common framework for ICAM
within the Federal Government and to provide supporting implementation
guidance for federal agencies as they plan and execute a segment architecture
for ICAM management programs. Much of the work accomplished under the
FICAM program is driven by the Identity, Credential, and Access Management
Subcommittee (ICAMSC).
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LlnpeKTnBHbIE AOKYMEHTD

Oupektnea 1999/93/EC "O6 obLmnx ycnoBmuax MCnosib3oBaHuS
9NeKTPOoHHbIX noanucen” (1999 r.) — yHMdukaumna npasus UCNonb30BaHUS
Il n popmynunpoBka ycriosum, HeobXoanMMbIX AN NPU3HAHUA

topuanyeckon paBHO3HA4YHOCTM COOCTBEHHOPYYHOU U OT
PekomeHOoBaHO ucnonb3oBaHne SSCD-ycTpoucTs

OMB Memorandum M-04-04 E-Authentication Guidance for Federal
Agencies December 16, 2003 & OMB Circular A-130 2003.

Homeland Security Presidential Directive 12 (HSPD-12) Policy for a
Common ldentification Standard for Federal Employees and Contractors.
August 27, 2004.

[TpoekT PernameHnta EC 00 anekTpoHHOW naeHTudunkaumm n JoBEPEHHbIX

cnyxbax Ha BHYTpeHHEM pbiHKe, 2012
PernameHT byget obsasateneH ana ctpaH EC ¢ BecHbl 2014r.
Mcnonb3oBaHue SSCD-ycTpoucTB BBOAUTCA B 006A3aTENbHOM NOpsaKe

——




MemﬂyHapongle pexomeHaaLmnn

——

ISO/IEC 10181 1, ITU-T Rec X 310 TeopeTMLleCKvle OCHOBb! o6eonequ|/|$|

6e3onacHocTu, 2004.
SO/IEC 10181-2, ITU-T Rec. x.811 TeopeTnyeckmne oCHOBBI
ayTeHTndunkauumn, 2004.

OECD Recommendation on Electronic Authentication, 2007.
3 YPOBHSI PUCKOB — 3 YPOBHS OOCTOBEPHOCTM ayTEHTUMDUKaLMN, pekoMmeHaoBaHbl SSCD

Framework for Secure Signature Devices Cross-border Recognition
(CROBIES). ®uHanbHbIM oT4eT EBponenckon komuccumn, 2010.

ETSI draft SR 000 000 v0.0.2 Rationalized Framework for Electronic
Signature Standardization August 2011

ETSI TS 1, 103173, ...(psa gpadToB AOKYMEHTOB — BCEro 9 LT.)

OECD. Digital Identity Management for Natural Persons: Enabling
Innovation and Trust In the Internet Economy — Guidance for Government
Policy Makers/ OECD Digital Economy Papers, No 196, OECD Publishing
at p.3, 2011.

——




2011.

CTaH,EI,aprI ayTeHTMPUKaLnm

——

FIPS 196 - Entlty authentlcatlon using public key cryptography

Federal Information Processing Standards Publication 196, U.S.
Department of Commerce/N.I.S.T., National Technical Information
Service, Springfield, Virginia, 1997. (AyTeHTudpunkaunsa cyobekra Ha
OCHOBE KpuUntorpadun oTKPbITbIX KIMKOYEN).

ISO/IEC 9798-1: 1997, Information technology — Security technigues-
Entity authentication - Part 1. General. (AyTteHTudunkauma cybbekTa.
YacTtb 1).

ISO/IEC 9798-3: 1997, Information technology — Security technigues -
Entity authentication - Part 3: Mechanisms using digital signature
techniques. (AyTeHTudukaumsa cybvekta. Hactb 3. MexaHunamsil,
MCNonb3yoLne TEXHOMOrmn LMdgpoBon NOAMNUCK).

FIPS PUB 201-1 Personal Identity Verification (PIV) of Federal
Employees and Contractors. March 2006, FIPS PUB 201-2. March

——




CneuunanbHble nyonukauum NIST

NIST SP-800-30 PykoBoacTteo no ynpasneHuto puckamm Nb. Nionb, 2002.
NIST SP-800-33 TexHunuyeckne moaenu, nexawme B OCHoBe 0e30MacHOCTH
MHPOPMALIMOHHBLIX TexHonornn. dek., 2001.

NIST SP-800-35 PykoBoacTteo no ynpasneHuto cepsucamu Ub. OkT., 2003.
NIST SP-800-37 YnpaBneHue puckamm VIb B dpeaepanbHbIX opraHn3aunax.
deB., 2010.

NIST SP-800-63 PekomeHaauum no anekTpoHHOU ayTeHTudpukaunn. Anp.,
2000.

NIST SP-800-103 OHTOMNOrMs anekTpoHHbIX yaoctoBepeHun. OKT., 2006.
NIST SP-800-118 PykoBoacTeo no ynpasrneHuto naponamu. Anp., 2009.
NIST SP-800-53A Pykosoactso no ynpasneHuto b B T'11C. UioHb, 2010.




CEN Workgroup Agreements

CWA 14167-1/4 Security Requirements for Trustworthy Systems Managing Certificates for
Electronic Signatures. July 2003 (CWA 14167-1) — May 2004 (CWA 14167-4).

CWA 14168 Secure Signature - Creation Devices "EAL 4+" July 2001.

CWA 14169 Secure Signature - Creation Devices “"EAL 4+" March 2004.

CWA 14170 Security Requirements for Signature Creation Applications. May 2004.
CWA 14172-1/8 EESSI Conformity Assessment Guidance. March 2004.

CWA 14355 Guidelines for the implementation of Secure Signature-Creation Devices. March
2004.

CWA 14365-1/2 Guide of use of Electronic Signature. Jan.2003.

CWA 14890-1/2 Application Interface for smart cards used as Secure Signature Creation
Devices. May 2004.




I'ocynapCTBeHHble rporpammb|

-Federal ICAM |ldentity Scheme Adoption Process | Download

*Federal ICAM Privacy Guidance for Trust Framework
Assessors and Auditors | Download

*Federal ICAM Trust Framework Provider Adoption Process
for Levels of Assurance 1, 2, Non-PKI 3 | Download

* Federated Physical Access Control System (PACS) Guidance

| Download

*FICAM Roadmap and Implementation Guidance | Download

* Trust Framework Provider Assessment Package Application |
Download

Hcrounuk: http://www.idmanagement.gov/identity-credential-access-management
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AyTeHTUPUKALUA [IpoBepka NpUHAAJEXKHOCTH CYOBEKTY PykoBoasamuu gokyMmeHT «3amuTta oT HC/| K uHpopManuu.
JIOCTyIA NIpeabsABJIEHHOT0 UM TepMuHBI U onipeAeieHUsI», Y TBEPKAEHO PELIEHUEM
UIEeHTUHKATOPA; IOATBEPXKIEHHE npexacenaresisa l'ocrexkomuccuu Poccuu ot 30.03.1992 1.
MOAJIMHHOCTH
AyTeHTUPUKALUA [logTBEpXXAEHUE TOTO, YTO OTIIPABUTEJIb «baszoBad MozieJib yrpo3 6€30NaCHOCTHU MePCOHAJIbHBIX JAHHBIX
OTIIPABUTEJISA JJaHHbIX [I0JIY4€HHbIX JJaHHbIX COOTBETCTBYET [Py UX 00paboTKe B UHPOPMAIMOHHBIX CUCTEMAX
3asIBJIEHHOMY nepcoHaJibHbIX AaHHbIX», DCTIK Poccun, 15 peBpasisg 2008 1.
AyTeHTUPUKALUA [IpoBepkKa NpUHAAJIEKHOCTU YYACTHUKY [locranoBsieHue [IpaBuTesibcTBa PO ot 28.11.2011 1. N2 977 "0
YYaCTHUKOB MHPOPMALIMOHHOTO B3aUMO/JIEMCTBUS benepasbHOU rOCyIapCTBEHHOM HUHPOPMAILIMOHHOM CUCTEME
MH)OPMAILIMOHHOTO BBEJIEHHOI'0 UM HJIeHTHUPUKATOPA, a TAKXKe "EnvHag cucrteMa HAeHTUQHUKALUU U ayTEHTUPHUKALIUU B
B3aUMO/IeCTBUS (B NoATBepXKAeHWe MOAJIMHHOCTH MHPPACTPYKTYype, obecriedrBaKined MHQOPMalLlMOHHO-
ECHA) UJeHTUHKaTOopa TEXHOJIOTMYECKOE B3aUMO/IEMCTBUE HHPOPMAILIMOHHBIX CUCTEM,

MCII0JIb3YEMBIX JIJIS1 TPE0CTAaBJIEHUS FOCYIapCTBEHHBIX U
MYHUIUIIAJIbHBIX YCAYT B 3JIEKTPOHHOU popme”

AyTeHTUPUKALUA [IpoBepka, B TOM 4YUCIIE [loctanoBsieHue [IpaBuTesibcTBa PO ot 10.07.2013 1. N2 584
CBeJeHUHU 00 yYaCTHUKAX| C UCI0JIb30BaHHEM KBAJMPUILIMPOBAHHBIX «[IpaBuJia ucrnoJsib30BaHus pefiepaibHOM roCyJapCTBEHHOU
MHOOPMALIMOHHOTO CepTUPUKATOB KJIIOUEU IIPOBEPKU MHOOPMALIMOHHOMN CUCTEMbI 'EfWHas cUcTeMa UIeHTUPUKALIUHY
B3aUMOJEUCTBUSA 3JIEKTPOHHBIX MMOANUCEH, IPUHAJIEKHOCTH M ayTeHTUPUKALMY B UHOPACTPYKTYpe, 00ecrieurMBarollen
(cBejeHUU 00 UX YYaCTHUKY HHPOPMALMOHHOTO MHPOPMAL[MOHHO-TEXHOJIOTHYECKOE B3aUMO/IeICTBHE
MHPOPMALIMOHHBIX B3aUMOJIEVCTBUS UK ero UHGOPMAIlMOHHOM |MHPOPMALIMOHHBIX CUCTEM, UCIT0JIb3YEMbIX [JIs IPeNO0CTaBJIE€HHUS
CUCTEeMaX) CUCTEME BBEJIEHHOI'0 UM UJIEHTUPUKATOPA, a roCyZlapCTBEHHBIX U MYHUILIUIIAJIbHBIX YCJAYT B 3JIEKTPOHHOM
TAaKe NOATBEPXAeHUA MOAJIUHHOCTH dbopme"»
UIEeHTUPUKATOPA;

By
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- depnepanbHbI 3aKOH OT 15.12. 0 65- TEeXHUYECKOM

HopmaTuBHblE JOKYMEHTbLI PD

perynmpoBaHunmn’;

denepanbHbir 3akoH OT 06.04.2011Ne 63-®3 «O06 3neKTPOHHON NOANMUCUY;

depepanbHbin 3akoH OoT 27.07.2006 Ne 149 "O6 nHdpopmaLunu,
MHPOPMALIMOHHBLIX TEXHOMNMOrMAX 1 3amTe nHdopmaummn’;
depepanbHbin 3aKoH OoT 27.07.2011 "O6 opraHnsaunm npegocraBneHnst
rocygapCTBEHHbIX U MyHULUUNANbHbIX YCNyT;

[ P® ot 28 Hosabpa 2011 r. Ne 977 "O dpenepanbHON rocyaapCTBEHHOM
nHdopmaumnoHHon cucteme "ECUA B nHdpacTpykType, obecrneymnBatoLLen
MHPOPMALIMOHHO-TEXHOJIONMYEeCcKoe B3anMoaencTeme MH@POPMaLIMOHHbIX
CUCTEM, UCMONMb3yeMbIX OANA NpeaocTaBneHns rocyaapCcTBEHHbIX U
MYHULMNANbHbLIX YCNYT B 3NIEKTPOHHOU POPMEK ;

PacnopsxeHue lNpasutenbctea PP o1 19.09.2013 Ne1694-P "O06
yTBepxaeHun KoHuenuum eeegeHmna B PO ygoctoBepeHUa NMMYHOCTH
rpaxgaHuHa B BUAOE NMacTUKOBOWU KapTbl C 3MEKTPOHHbIM HOCUTENEM

-_MTH¢ QLY P=REAVEY: , — - _ _ _
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HopmaTtuBHble AOoKYyMeHTbl PCTOK Poccum

PLl [ ocTexkomunuccun. HecaHKUMOHMPOBAHHLIM AOCTYN K MHJpOPMaLUn:

- n 6.3. ObecneunBatowne cpeacrtea anga CPL BbinonHAOT crieayowme QyHKUUN: OAEHTUUKaALMIO 1 ONo3HaHne
(ayTeHTUPUKaLN) cyObEKTOB 1 nogaepKaHne npmBs3KM CyobeKTa K MpoLIeCCY, BbINONMHAEMOMY AN cybobekTa";

[Tpnkasz ®CTIK ot 11.02.2013 Ne 17 "TpeboBaHus o0 3aLimnTe MHPOpPMaLIUK, HE
COCTaBM4AOLLEN FOCYAapPCTBEHHYIO TaUHY, cogepXallenca B rocygapCcTBEHHbIX
NC" :

- Opr. U TeX. Mepbl AOIMKHbI obecrnevnBaTb VA cybbekToB AOCTyNa K 00bekTam gOCTyna;
[1poeKkT meToagnyveckoro gokymeHTa "Mepbl 3almnThl MHOpMaLUA B
rocygapctBeHHbiX NC" - 2013: "3.1. NNgeHTndpunkauma n ayteHTndunkauus

CyObEKTOB AOCTYyMNa N 00bLEKTOB AocTyna":

- Tlpun poctyne B NC gormnxHa ocyllecTBnatbcs ogHo3HavyHas VA nonb3oBaTens;

- AyTeHTndunkauusa nonb3oBaTens OCYLECTBMAETCHA C MCNOMb30BaHUEM Naponen, annapaTHbIX
cpencTts, OMO- UM ¢ NOMOLLbIO KOMOUHALUMN UX...UNN Op. CpeacTs.
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FOCT P 53110-2008

CI/ICTeMa o6ecneL|eHV|;| MHAPOPMaLMOHHON BE30MaCHOCTU
CeTU CBSA3UN o0LLEero nonb3oBaHUs

YnpaBsneHue puckamu no OCT P 53448;

* [logcucrtema «ayteHTUOUKALUMA U aBTOPU3ALINAY

- [lpepgHasHayeHa ona ueHTpanmM3oBaHHOU ayTeEHTUOUKALUN U
aBTOpU3auUnn cyobLEKTOB K MporpamMMHo-annapaTHbIM
cpeacTBamM CBA3U U yNpaBrieHUS;

- MoxeT ObITb peann3oBaHa BCTPOEHHbIMU MEXaHN3MaMU
ayTeHTUdUKaLm cpeacTs CBA3N U MHQoOpMaTU3aumm ans
naeHTUdPUKaLUnn, ayTeHTUOUKaLM 1 aBTopusaLunu.

——




BbiBOOb

——

AHanns 3apyobeXXHoro onbiTa:

NCTOPUYECKN NepBbLIe TPeboBaHMS K ayTeHTUdUKaL MK NMpn AOCTyNe K
MHpOpMaLMOHHLIM pecypcam paspaboTtaHbl B CLUA.

KaHaga, ABcTpanua n pan Apyrux ctpaH NoBTOPAKT U NULLL NMOKaNnU3ytoT
aMepuKaHckmne TpeboBaHUs, KOTOPbIE ABNAKOTCA Hanbonee npopaboTaHHbIMMN.

B EC BHMMaHMe yoeneHo ayTeHTUMMKaumm ans aneKkTpoHHOW Noanucu.

Poccuinckaa HopmaTnBHaa 6asa cyLecTBEHHO OTCTAEeT OT
pPa3BUTbIX CTpaH. Heobxoanmo cokpaTuTb 3TO OTCTaBaHUE
HOPMaTUBHOIO PerynnmpoBaHnUa Ha OCHOBE aHarnmn3a 3apyodeXXHbIX
pa3paboToK

Camou bornbLion NnpobnemMon CcyLecTBYyOLWEN U NITaHUPYEMOU K
onyornMKoBaHMIO POCCUNCKON HOPpMAaTMBHOW Da3bl SABMNSIETCA NOSIHAS
He3aBUCUMOCTb OT TEXHONMOIM.
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